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Abstract: In an attempt to address the growing shortage of cybersecurity specialists in the
country, the School of Electrical Engineering, University of Belgrade, started the course
entitled Advanced Network and System Security (ANS) in the 2019/2020 school year.
The ANS course covers the topics of computer system and network security, intrusion
detection and prevention, and ethical hacking methodologies. This paper presents the
course organization and associated laboratory environment and exercises and aims to
prove that providing such a multidisciplinary laboratory leads to successful learning
outcomes and directly improves gained knowledge in cybersecurity. The ANS course
differs from all other related courses by covering various cybersecurity topics ranging
from hardware through to network to web security. The analysis showed that 13 out of 19
Cyber Security Body of Knowledge classification Knowledge Areas are covered in the ANS
course, unlike other related courses which cover up to 8 Knowledge Areas. Ultimately, the
students’ practical skills improvement evaluation was performed through quantitative and
qualitative analysis in order to prove that improving practical skills in the ANS laboratory
resulted in the overall improvement of the gained knowledge.

Keywords: architecture for educational technology systems; cybersecurity education;
evaluation methodologies; network security; system security

1. Introduction

Destructive cyber-attacks have evolved and expanded dramatically. The dynamic
nature of the technological landscape and the creativity and unpredictability of attack-
ers make cyber-attacks a continuously increasing global threat. Predictions say that
global damage costs only from one type of attack—ransomware—will likely exceed USD
265 billion by 2031 [1]. This causes an increased demand for cybersecurity specialists.
However, according to recent cybersecurity workforce reports [2], there is a significant and
growing shortage of cybersecurity specialists worldwide. In an attempt to bridge this gap
as soon and as efficiently as possible, the School of Electrical Engineering, University of
Belgrade (SEE-UB), created the Advanced Network and System Security (ANS) course
through the Erasmus Capacity Building in Higher Education Program [3] which funded
the project Information Security Services Education in Serbia (ISSES) [4]. The project aimed
to create several master’s degree courses in information security, which would be either
incorporated into existing master’s degree programs or offered as completely new master’s
degree programs at major Serbian universities. The SEE-UB, among others, was responsible
for creating an introductory master’s degree course in cybersecurity.

Various attack vectors that exist in the present day, which include exploiting vulnerabilities
in hardware, firmware, operating systems, network protocols, and mechanisms and applica-
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tions, require significant prior knowledge in various computer science topics. This, but also a
multitude of attack approaches and examples that should be demonstrated to students, makes
preparing and organizing such a course and evaluating the intended level of understanding
and learning outcomes very challenging. Finally, the ANS course’s goal was to provide stu-
dents with practical skills similar to the ones obtained in the Certified Ethical Hacker (CEH)
program [5] covering a wide range of cybersecurity topics. Preparing a laboratory environment
and a set of laboratory exercises for such a course differs from the practice seen so far at univer-
sities which typically have laboratories dedicated to a specific and narrow-scoped topic (e.g.,
network laboratory, web application laboratory, etc.). As we show in Section 2 of this paper,
the practical part of the ANS course, its multidisciplinary information security laboratory, and
the modularity of the laboratory environment that is elastic and highly extensible are unique
and the most comprehensive so far compared to the other university courses.

The ANS course was held at the SEE-UB for the first time in the 2019/2020 school year.
The number of students who elected the course was between 32 and 112 per school year in
the first four school years, reaching its peak in 2021,/2022. During the past four years, the
practical part of the course has increased the number of laboratory exercises from 7 to 20,
providing more emphasis on the practical work. In this period, over 93% of students (who
participated in anonymous surveys about their experience) were satisfied with the course.
This paper aims to share the experience in organizing the ANS laboratory and prove that
providing such a multidisciplinary laboratory leads to successful learning outcomes and
directly improves gained knowledge in cybersecurity.

The main contributions of this paper are a description of the ANS course with a focus
on the practical part of the course and a thorough analysis of learning outcomes with the use
of such a multidisciplinary cyber security laboratory environment. Another contribution
is a thorough review of related work and comparison with the ANS course based on the
coverage of the topics and the development characteristics of the laboratory environment.

The rest of the paper is organized as follows. Section 2 provides an overview of
related work and compares the ANS course to other related courses based on the laboratory
environment’s topic coverage and development characteristics. Section 3 describes the
novel ANS course and the laboratory environment and exercises. Section 4 gives students’
practical skills” improvement evaluation through quantitative and qualitative analysis.
Section 5 concludes the paper.

2. Related Work

This section presents a thorough survey of the existing work in cybersecurity education,
with a focus on cybersecurity education laboratory environments, which will be presented
in the following subsections through different comparisons.

2.1. Search Process

A systematic search across multiple academic databases was conducted to compile a
comprehensive list of related work, including Google Scholar, SpringerLink, IEEE Xplore,
ACM Digital Library, and Elsevier. The initial search was only conducted on papers
published in well-known and well-regarded journals on computer education, specifically
Computers and Education, IEEE Transactions on Education, ACM Transactions on Com-
puting Education, and Computer Applications in Engineering Education. The search was
initiated this way to ensure more papers that fit the search criteria presented below and,
therefore, find related work more efficiently.

The search was conducted by searching the paper archives with the keywords cyber-
security and security and broadened by selecting and reviewing the papers that referenced
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the initially found papers. Along with this, the search was widened by finding papers that
fit the search criteria that included the following words:

(“Security” OR “Cyber Security” OR “Cybersecurity”) AND (“Environment” OR
“Laboratory” OR “Education”)

This resulted in a total of 92 papers being further examined. Each paper found was
analyzed through three elimination steps:

1. An analysis and comparison of the paper’s title with selection criteria;
2. An analysis and comparison of the paper’s abstract with selection criteria;
3. An analysis and comparison of the paper itself with selection criteria.

After this phase, 31 papers were excluded from the analysis because the presented labora-
tory environment was aimed at a different user group. For example, papers like [6,7] present
novel ways of educating children and sub-university level teenagers. Another reason for ex-
clusion was that the focus of a paper was on areas that are not grounded in computer science
(e.g., [8] or [9]). The full set of analysis criteria can be seen in Table 1. Out of the remaining
61 publications, 16 were not presented in the comparisons because they were review papers
or papers that did not present new learning methodologies in cybersecurity. However, they
were used to expand the search for other valuable publications for this research and to construct
criteria for comparing the presented laboratory environments in the selected papers [10-25].

As mentioned, the laboratory environment that is presented in this paper is part of
a course for students with a bachelor’s knowledge in computer science (this is a course
on a master’s degree program at the SEE-UB), as well as basics in Data Protection. That is
why only educational papers focusing on laboratory environments used to teach students
with prior knowledge of computer science as well as programs used by companies to teach
workers about security hazards were taken into account.

Table 1. Inclusion criteria for this paper.

Type of Criteria Inclusion Criteria Excluded

Content The laboratory environment presented in the publication targets [6-9,26-31]

adults with solid computer science or software engineering
knowledge.
Content The publication presents a novel laboratory environment or tool [32-52]
used for cybersecurity or network educational purposes.
Language The literature is in English
Access The full paper can be accessed

Bibliographic information

The source was published after 2005.

The comparison was based on two criteria: covering topics in the ANS cybersecurity
course and cybersecurity courses that were elaborated in the related papers and the ar-
chitecture and deployment technology of the ANS cybersecurity educational laboratory
environment and cybersecurity environments presented in other papers.

1.  Covering topics in the ANS cybersecurity course and cybersecurity courses that were
elaborated in the related papers;

2. The architecture and deployment technology of the ANS cybersecurity educational
laboratory environment and cybersecurity environments presented in other papers.

A more detailed explanation of how the key characteristics of each criterion were
chosen, as well as the comparison itself, are shown in the following subsections. The key
characteristics of the papers and laboratory environments described in them were extracted
by gathering information directly from the papers (and the corresponding appendices
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and accompanying information if there were any). As will be observed in the following
chapters, some characteristics of the environments remain undefined, which is due to the
inability to derive these features solely from the content of the papers or the accompanying
information or appendices.

2.2. Comparison Based on Covered Topics

Several previous papers classify and compare security learning laboratories and
cybersecurity courses. Papers like [13,15,21] rely on the CSEC 2017 Guidelines [53] and
others rely on the NIST NICE Framework [16,20]. Some papers like [14,22] even propose
new capability assessment methodologies.

The classification used in this paper was created by the Cyber Security Body of
Knowledge (CyBOK) and is based on its Knowledge Areas. It is explained in detail in [19]
and was developed by world experts and therefore aligns with current cybersecurity trends
and needs. The reason for using the CyBOK classification instead of the already-mentioned
ones is that this classification is based on different types of cyber attacks, which is more the
focus of the ANS course, while the frameworks mentioned in the previous paragraph focus
more on different types of cyber defense strategies. There are 19 proposed Knowledge
Areas, which are presented in Table 2.

Table 2. Overview of Knowledge Areas.

Risk Management and Governance (KA1) Operating Systems and Virtualization Security (KA10)
Law and Regulation (KA2) Distributed Systems Security (KA11)
Human Factors (KA3) Authentication, Authorization, and Accountability (KA12)
Privacy and Online Rights (KA4) Software Security (KA13)
Malware and Attack Technologies (KA5) Web and Mobile Security (KA14)
Adversarial Behaviors (KA6) Secure Software Lifecycle (KA15)
Security Operations and Incident Management (KA7) Network Security (KA16)
Forensics (KAS) Hardware Security (KA17)
Cryptography (KA9) Cyber-Physical Systems Security (KA18)

Physical Layer and Telecommunications Security (KA19)

The mentioned Knowledge Areas were used as classifications in Table 3, with one modi-
fication to improve classification granularity. Namely, several laboratory environments are
focused on Web Security, showing and simulating attacks on Web Applications and servers.
Therefore, those laboratory environments would be classified by the CyBOK classification as
having covered Web and Mobile Security (KA14). However, none of these laboratory envi-
ronments cover Mobile Security. Therefore, to display a classification with more granularity,
KA14 was divided into two columns: Web Security (KA14a) and Mobile Security (KA14b).

As seen in Table 3, educational cybersecurity environments outlined in these papers
are primarily focused on one area (or correlated group of areas) rather than trying to be
broad and diverse. Therefore, laboratory environments are focused on demonstrating the
most common network-type attacks (e.g., [54,55]) or web application attacks (e.g., [56-58]).
In contrast, the laboratory environment presented in this paper strives to cover as many
cybersecurity areas as possible. Thus, using the CyBOK classification, Table 3 shows that
this cybersecurity course has the most Knowledge Areas covered (14 KAs). Due to this
fact, students who pass this course gain comprehensive knowledge of this industry field,
enabling them to select aspects they find interesting for potential further specialization,
which is not facilitated by other presented courses.
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Table 3. Comparison of different cybersecurity courses and environments based on covered Knowledge Areas. (x marks that an area is covered).

Paper KA1 KA2 KA3 KA4 KA5 KA6 KA7 KA8 KA9 KA10 KA1l KA12 KA13 KAl4a KA14b KA15 KAl6 KA17 KA18 KA19 Total

[59,60] X X X
[61] X X
[62] X
[63] X X
[55] X X
[64]

[65]

[66] X X X X X
[67] X X
[68] X
[69]
[54]

[70,71]
[72]
[73] X X X X X
[74] X X
[75] X X X X
[76] X
[77] X X X X
[56]

[57]

[78]

[79]

[80] X

[81] X
[82]

[83] X X
[58]

[84]

[85] X X X

[86] X X X X
[87] X
[88] X X X

[89]

[90]

[91]

X
N

X X X
X X X X

X

X X X X

X X X X

X X X X X
X X X X X
X X X X X

x X X
X X X
X X X

X X X X
X X X X

X X X X X
X
NNAEAENUOERERPRP,WUUWRNWWWWWNR,AEAENUUONRFRPDNNRPRPENOOWAaNS -~

X X X X X X X X
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Table 3. Cont.

Paper KA1 KA2 KA3 KA4 KA5 KA6 KA7 KA8 KA9 KA10 KA1l KA12 KA13 KAl4a KA14b KA1l5 KAl6 KA17 KA18 KA19 Total
[92] X X 2
[93] X X X X 4
[94] X X 2
[95] X X X 3
[96] X X 2
[97] X X X X X X X 7
[98] X X X 3
[99] X X X X 4
ANS course X X X X X X X X X X X X X X 14
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2.3. Comparison Based on Architecture and Deployment Technology

There have also been several attempts to classify educational laboratory environments
for teaching cybersecurity. Classifications have been made upon the implementation
target of laboratory exercises, whether it is due to physical or virtual machines/devices,
e.g., where this can be conducted by using a desktop-based virtualization or cloud-based
virtualization, as presented by a hierarchy in [22]), or in a simulated environment, as
presented in [22]. The authors of [22] extract other characteristics of the environment:

¢ Remote access (C1);

*  The need for lab scheduling (C2);
e  Persistent storage (C3);

*  Configuration level (C4).

Along with these characteristics, we propose several other characteristics that were
extracted as crucial for the comparison of different cybersecurity laboratories because
they help to show an even clearer picture of the modularity, usability, and details of the
evaluation of a particular laboratory demonstrated in the research paper:

*  Ability to share the laboratory (C5);

*  The number of students/users used for the evaluation; sample sizes (C6);
¢  The maximum capacity of students (C7);

¢ The method of evaluation (C8);

e Implementation (C9).

In Table 4, a comparison of related papers is made based on the mentioned charac-
teristics that describe a laboratory environment based on its architecture and deployment
technology.

As seen by the overview shown in Table 4, most papers do not delve into the details of
the implementation of the laboratory environment itself (e.g., [88,89]). This is because the
papers usually focus more on the impact and broadening of cybersecurity knowledge that
the environment and the course itself have on students. This paper, in contrast, focuses on
showing the modularity of the laboratory environment and the implementation details that
make the mentioned modularity possible. This takeaway can also be seen by analyzing
other characteristics shown in the table. In contrast to different laboratory environments,
which do not usually allow that much ease of use by analyzing the characteristics in the
table, all the modularity and ease-of-use characteristics are true for the one presented in
this paper.

Another characteristic that can be noted is that evaluation is conducted on a relatively
small group of students (usually up to 50 students and a maximum of 147 students in the
analyzed papers). The evaluation is also mostly conducted only using surveys (e.g., [87,90]).
Therefore, this paper focuses on demonstrating the results of the cybersecurity course
as thoroughly as possible, thus using a bigger group of students (313) to evaluate their
experience by surveying them and analyzing their academic results.

From the table, it can be seen that almost 50% (18 laboratory environments) do not
have the ability for remote access, while the ANS laboratory does. In addition, 10 laboratory
environments clearly present the need for scheduling, while the ANS laboratory is flexible
and allows students to access it whenever they desire.
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Table 4. Comparison of different cybersecurity courses and environments based on covered Knowledge Areas (x—no information available).

Paper 1 C2 (3 C4 C5 (€ Cc7 C8 9

[59,60] yes no yes high yes 27 in total X Surveys and Academic results VMs
[61] yes mno yes medium yes 60 in total 90 students Surveys Physical Network
[62] yes mno yes medium no 28 in total 15 students at once Surveys Web application
[63] no yes yes medium no 56 in total 9 computers Surveys and competition scores Physical Machines
[55] yes no yes X yes 42 in total Up to 1000 VMs Surveys and Academic results Server with VMs
[64] yes no yes high no 64 in total X Surveys and Academic results Software
[65] no yes no low no 54 in total 20 laptops Surveys Physical Machines with VMs
[66] no no yes low no 30 average X Surveys VM
[67] yes no yes X no X X X Physical Hardware
[68] no no yes X no 40 in total X Surveys Web Application
[69] no yes no low no X X Surveys Physical Machines
[54] no no no low no 109 in total X Surveys and Academic results Desktop Application

[70,71] no yes no low no 18 in total X Surveys and Academic results Physical Machines
[72] X no yes low no X X Surveys VMs
[73] no yes no low no X 15 desktops Academic results VMs
[74] yes no no high no X X Surveys and Academic results Emulated environment
[75] yes no yes X yes 104 students X Academic results VMs on server
[76] yes no no X no X X X Simulation Engine
[77] yes no yes low no X X X Web Application
[56] yes no yes medium yes 23students X Surveys Web Server
[57] no no yes X no 117 students X Surveys Web Application
[78] yes no yes X no X X X VMs
[79] no no yes X no X X Student Feedback Web Application
[80] no no yes X no 122 students X Surveys and Academic results VMs
[81] no X x  medium no 20 students X Surveys VMs
[82] yes X  yes high yes X 600 VMs used X VMs
[83] yes no yes X X 19 students X Surveys VMs
[58] no x X X X 147 in total X Surveys Web Applications Tool
[84] no X X X no 47 in total 12 labs in total Surveys Emulated network
[85] yes X  yes low no X X X VMs
[86] yes no yes low no X X X VMs
[87] yes no yes low no X X Surveys VMs
[88] yes no yes high yes X X X VMs
[89] yes no yes X no X X X Software Platform
[90] yes no yes medium yes 9 in total X Surveys VMs on Cloud Servers
[91] no yes no medium yes 20+ students X Surveys and Academic results Software and RFID Reader
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Table 4. Cont.

Paper 1 C2 (3 C4 C5 (€ C7 C8 c9

[92] no yes no low no 9 students X Surveys Hardware and Software tools

[93] no no yes medium no 16 students X Surveys Software

[94] no yes yes high yes 29 students 200+ students Surveys Physical Machines

[95] yes no yes high no 15 learners X Surveys and Academic results VMs

[96] yes no yes high yes 76 students X Academic results Hardware and VMs

[97] yes yes yes low no X X X VMs

[98] yes yes yes medium no X X Surveys and Academic results Hardware and Software

[99] yes no yes high yes 25 students X Surveys and Academic results VMs on Server
ANScourse yes no yes high yes 313 students total 84 concurrent laboratories Surveys and Academic results VMs on Servers
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It can also be observed that many of the laboratory environments do not present a
way of achieving a high configuration (therefore, many of the laboratory environments
have a low configuration level). This is mostly due to the fact that the description presented
in the paper either does not delve into the details of the configuration of the laboratory
environment or the presented environments are described in such a way that they only fit
into the mold of the already-mentioned set of exercises and therefore cannot be changed for
any other. The ANS laboratory environment, due to its approach to design, where virtual
machines were used to build it, allows expansion by installing any new scenario either on
the existing virtual machines or by adding a new one to fit the purposes of the new exercise
(the only criteria here is that there is storage for the new virtual machines). The details of
the design and configurability of the laboratory environment will be expanded on in the
following section.

3. Course Description

The ANS course is an elective course in master’s degree studies in the Computer
Engineering module. It introduces students to computer system and network security,
intrusion and attack detection and prevention, and ethical hacking methodologies. The
course aims to teach students to recognize key threats and attack vectors on computer and
software systems through a series of practical laboratory exercises. The course consists
of 2 h of theoretical lectures, 2 h of practical laboratory exercises, and 1 h of other classes
per week. In the other types of classes, students prepare an essay paper on some recently
discovered weaknesses and attack vectors.

The ANS course covers the following topics:

*  Attacks on computer systems and networks (methodology and phases);

e  Tools and methodologies for the reconnaissance, scanning, and enumeration of com-
puter systems and network data (KA16),

*  Social engineering (KA3, KA5, KA6);

e Network (IP, ARP, DNS, BGP, WiFi, Bluetooth) attacks and tools for system protection:
access lists, firewalls, intrusion detection/prevention systems and methodologies, and
honeypots (KA5, KA7, KA9, KA16, KA19);

¢ (Distributed) denial of service attacks and botnets (KA5, KA15, KA16);

e  Malware (KA5);

*  Web application attacks (SQLi, XSS) (KA13, KAl4a, KA15);

*  Gaining access, password guessing, operating system vulnerabilities, privilege escala-
tion, and shellcoding. (KA3, KA6, KA10, KA12, KA13),

¢ Anonymity on the internet (KA9, KA19);

. Mobile device security (KA13, KA14b, KA15);

¢  Hardware security (KA17).

3.1. Laboratory Environment and Exercises

The ANS course includes more than 20 laboratory exercises spread across 13 topics.
After the initial set of seven exercises developed in the ISSES project [4], the number of
exercises has increased in each school year since the start of the course. Table 5 shows the
set of topics covered by the laboratory exercises that were available on the ANS course in
each of the school years so far.

The aim was to cover as many topics as possible with exercises that the students
would manually perform following a guided tutorial. However, for some of them, like
WiFi password cracking, there was not enough available equipment (access points) to allow
all the students to perform them manually, so these were conducted as demonstrations,
which were recorded and provided to students.
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As shown in Table 5, the ANS course covers diverse topics often separated into differ-
ent courses in other institutions. The key challenge in creating a laboratory environment
for this course is enabling different lab exams to be executed on the same equipment.
While for some laboratory exercises, a docker-based environment would be scalable and
flexible (e.g., web application attacks), for network-based attacks (e.g., ARP spoofing, DNS
poisoning), such an environment is insufficient, and at least a virtual network environment
is needed. Further, the ANS course started in the spring semester of 2020. This was when
the COVID-19 lockdown started, so another request was to enable the environment to be
accessible to students remotely through a secure VPN connection, enabling working from
home. This remained the practice after the lockdown period was over, as it offered the
students flexibility to choose the time to perform the exercises. The laboratory is available
to the students during the whole semester.

Table 5. The set of topics covered by the ANS course laboratory exercises. M denotes exercises that
students perform manually, and D denotes exercises performed as a demonstration.

School Year
Lab Exercise YL Y2 Y3 Ya
Packet analysis—Wireshark M M M M
Network scanning—nmap M M M M
ARP spoofing M M M M
DNS spoofing M M M M
IP filtering and Firewall M M M M
Web application attacks (XSS, SQLAi) M M M M
WiFi password cracking D D D D
Reconnaissance—DNS, email, maltego D D M
Hiding files M M M
Password cracking—ophcrack and hashcat M M M
Spyware M M M
Privilege escalation, shellcoding (5 labs) M M M
Erasing traces M M M

The ANS laboratory was built on top of VMware vSphere’s virtualized environment.
Two students receive their isolated share of resources, which consists of six virtual machines
and a set of virtual network connections, as depicted in Figure 1. The laboratory environ-
ment was designed so that sharing a laboratory is possible without one student’s work
interfering with the other’s. All network segments between the virtual machines (including
those directly connecting VM1 and VM2, VM1 and VM4, and so on) are separated, and
packets appearing in one segment are not visible in the other segments.

The virtual machines VM1, VM2, and VM3 have the latest version of Ubuntu installed,
VM4 is a pfSense firewall, VM5 is a 32-bit Linux machine used for shellcoding privilege
escalation exercise, and VM6 is a Windows 7 virtual machine used for spyware, password
cracking, file hiding, and erasing traces exercises. Virtual machines 1-5 have one core and
1GB of RAM allocated, sufficient for all the exercises. Each lab is accessible through the
OpenVPN server and has a connection to the internet. Such a topology, especially the full
mesh of logically separated network connections between virtual machines 1-4, enables
the creation of various cases and topologies needed to execute exercises, especially the
network-related part of the exercises.



Electronics 2025, 14, 3

12 of 23

The laboratory consists of four ThinkSystem SR550 servers, Lenovo (Beijing, China)
with Intel(R) Xeon(R) Gold 5120 processors with 56 cores, 256 GB RAM, and 3.5 TB disks
each. These servers form a cluster powered by VMware ESXi, 8.0.3. One laboratory
environment requires approximately 11 GB of RAM in a basic configuration, allowing
84 concurrent and fully isolated laboratories.

VM4
Default
A gateway/
Internet
VM1 VM2 VM3 VM5 VM6

| |

Virtual switch

OpenVPN

A

Student

Figure 1. The logical topology of a student’s lab environment.

Given the number of students that have taken the course (given in Section 4), creating
an environment like this means several hundred virtual machines must be created. Since
all the lab exercises in the course could be performed using the same lab setup created at
the beginning of the semester, the laboratory configuration is static and does not have to
be changed during the semester, although a change in configuration is possible. The only
action needed is the restart of some virtual machines, which might become inaccessible
when students make some configuration mistake. This can be conducted through the
vSphere Client, which can access all the students” environments. A much larger task is
configuring the virtual machines appropriately for all the exercises. This is conducted
partially by providing students with a guided step-by-step tutorial in which they install
some of the necessary components, partially using the Ansible automation system (Ansible:
https:/ /www.ansible.com, accessed on 31 October 2024).

A series of Ansible playbooks are created to make the appropriate network configuration
in all isolated lab environments, install new software, verify the installation, and so on.

3.2. Examination in ANS Course

The final grade in the ANS course depends on an essay paper on a selected vulnera-
bility or attack (20%), a practical skills test (40%), and a final exam (40%). The practical
skills test is used to assess students’ practical skills that have been previously trained
through a set of laboratory exercises that are not graded by themselves. It combines red-
team and capture-the-flag challenges in which each student is in a separate laboratory
environment, a subset of the described laboratory environment configured with different
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challenges. As an illustration, we describe the practical exam in the 2022 /2023 school
year examination period.

The topology is depicted in Figure 2. Each student received a description of the
scenario. The only accessible machine at the beginning was the Attacker’s machine. The
goal was to gain access to the Administrator’s machine using a series of steps taught in the
laboratory exercises, which in that examination period were as follows:

¢ Discover the port and the address of the company web application.

* Find and exploit some of the vulnerabilities of the web server and discover the
credentials on it.

*  Access the web server and discover the administrator’s address and credentials.

*  Crack the password of the specific user on the web server.

¢ Gain access to the administrator’s computer.

*  Access the firewall and change its policy to allow later direct communication through
the firewall.

*  Erase all traces of the presence on all the machines touched.

The time for this open-book practical test was 2 h. To increase the practicality and
applicability of knowledge from the practical test, scenarios were designed to include
modern technologies that students would encounter in practice, for example, Spring Boot

Administrator pfSense firewall Attacker

for the web server application.

web server

192.168.X.3/24

Figure 2. The logical topology of a student’s lab environment.

4. Students’ Practical Skills" Improvement Evaluation

The ANS course has been taught at SEE-UB since the 2019/2020 school year. In this
section, we present the improvement of students’ practical skills on the ANS course and
how it affected their overall cybersecurity knowledge using quantitative and qualitative
evaluation. Similar evaluation methods have been successfully used before, as in [100].

4.1. Quantitative Analysis

Quantitative analysis was performed based on data about students’ achievement,
which were collected in the analyzed period. To measure how the practical work on the
course influenced students’ practical skills’ improvement, the following parameters were
collected in each school year in which the course was taught (Y1, Y2, Y3, Y4):

P1. The total number of students who took the course.

P2. The percentage of students who passed the exam.

P3. The percentage of students who did not take the final exam during a school year.

P4. The total number of students who took the final exam at least once during a school
year (active students).

P5. The percentage of active students who passed the exam.
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P6. The average grade for active students.

P7. The total number of students who achieved some points in the practical skills test.

P8. The average number of points in the practical skills test for students who achieved
at least some points in the practical skills test.

P9. The percentage of active students who achieved some points in the practical skills
test and successfully completed the exam.

P10. The average grade at the course for active students who achieved some points in
the practical skills test.

Some students tried to complete the final exam more than once in a school year. For
those students, their last attempt was calculated. The mentioned parameters are presented
in Table 6.

Table 6. Statistics for the ANS course.

Y1 Y2 Y3 Y4
P1 32 81 112 88
P2 75 70 55 53
P3 25 26 45 42
P4 24 60 62 51
P5 100 95 100 92
P6 9.04 8.48 9.06 7.98
P7 24 61 63 52
P8 38.29 31.53 34.17 26.12
P9 100 98 100 94.3
P10 9.04 8.65 9.06 8.04

Table 6 shows that after the initial introduction of the course in Y1, there was a signifi-
cant increase in the number of students electing the course, which reached its maximum in
Y3 but remained high in Y4 as well (P1).

It is important to note that during this period, the number of students enrolled in
the Computer Engineering module was between 29 and 59, and many students enrolled
in the Software Engineering module, who chose to study software-related topics at the
master’s degree level, also elected this course. Another piece of information important for
the analysis of the results is that the number of students enrolled in the ANS course with a
Computer Science background from the bachelor’s level was between 27 and 104.

The next observation is that with the increase in the number of students who elected
the course, there was a constant drop in the percentage of students who passed the exam
(P2). When we investigated this fact further, we noticed that we also had a continuous
increase in the percentage of students who elected the course but never took the final
exam during the school year (P3), and in most cases, these students did not complete
any component of the course. This is explained by the fact that many of the master’s
degree students at our institution are employed full-time in commercial companies where
obtaining a master’s degree does not bring any benefits, resulting in a significant number
of student drop-outs.

In the remainder of our analysis, we focus on students who took the final exam at
least once during the school year (P4). When we measured the percentage of students that
passed the exam for this group of students (P5), we noticed much better results than before
(P2), with the lowest achievement in Y4 at 92 percent and a 100 percent result two times
(Y1 and Y3). The average grades for this group of students (P6) were between 7.98 and 9.06.
To measure how laboratory exercises and practical skills tests influenced students’ overall
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success on the exam, we looked at how many students achieved at least some points on
the practical skills test (P7). We noticed only a few students per school year who either
achieved some points on the practical skills test but never took the final exam or did not
achieve any points on the practical skills test but took the final exam. That is why the P7
metric is close to P4. This means that most of the students who took the final exam achieved
at least some points on the practical skills test, and most of the students who achieved at
least some points on the practical skills test also took the final exam. The average number
of points for this group of students (P8) was between 26.12 and 38.22 (out of 40). Next, we
measured the success of the exam for students who achieved at least some points on the
practical skills test and took the final exam at least once during the school year (P9 and
P10). When we compare this to P5 and P6, it can be observed that for Y1 and Y3, these
parameters are the same, and for Y2 and Y4, P9 and P10 are slightly better.

To confirm the hypothesis that the practical skills component was significant for
students’ overall success, we used Spearman’s rank correlation between the points won on
the practical skills test and the final grade for each school year. For this reason, we collected
an additional parameter:

P11. Spearman’s rank correlation (R/two-tailed p) between the points won in the
practical skills test and the final grade (active students) for students who achieved some
points in the practical skills test.

Table 7 shows these results.

Table 7. Additional statistics for the ANS course.

Y1 Y2 Y3 Y4
P11 rs = 0.4201; p rs = 0.6837; p rs = 0.7385; p rs = 0.8587; p
(2-tailed) = 0.04094 (2-tailed) =0 (2-tailed) =0 (2-tailed) =0

The results from Table 7 show that the association between those two variables could
be considered statistically significant.

To test the validity of the quantitative analysis, we used two-way ANOVA. For this
reason, additional parameters were collected:

P12. The average number of points in the final exam and essay paper for students who
achieved some points in the practical skills test.

P13. The average number of points in the final exam and essay paper for students
who achieved 0 points in the practical skills test but achieved a total sum of points greater
than 0.

Table 8 shows these statistics.

Table 8. Additional statistics for the ANS course.

Y1 Y2 Y3 Y4
P11 46.82 46.73 49.87 46.45
P12 NA 28.58 19.23 21.2

The first factor in the analysis was the group of students and the second factor was the
school year. Students were grouped in two groups based on their completion of the practical
skills test. The dependent variable was the average number of points in the final exam and
the essay paper. In Y1, all students who achieved a total sum of points greater than 0 also
achieved at least some points in the practical skills test, and that is why the P13 parameter
was NA. Y1 was excluded from the calculation of the two-way ANOVA test because P13 was
NA and could not be taken into account during the calculation. For the first factor, the result
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is significant F(1,203) = 196.3369; p = 0 . For the second factor, the result is also significant
F(2,203) = 3.387; p = 0.03573. On the other hand, the interaction between the analyzed
factors is not significant F(2,203) = 0.8032; p = 0.4493. These results prove that improving
practical skills in the ANS laboratory resulted in the overall improvement of the gained
knowledge and also explain variations in the P6 parameter during the analyzed period.

4.2. Qualitative Analysis

To obtain students’ feedback on the course’s organization and associated laboratory
environment and exercises, two surveys were conducted: the first was on students who
elected the course (S1), and the second was on students who took the practical skills test
(52). The surveys were conducted in four consecutive school years (2019/2020, 2020/2021,
2021/2022, and 2022/2023). They were anonymous and voluntary, with Google Forms
being used to implement the surveys. A total of 62 students took the S1 survey, and 73 took
the 52 survey. Both surveys consisted of the Likert scale and open-ended questions, while
the 52 survey also had interval scale questions, as suggested in [101].

4.2.1. 51 Survey Results

In the first survey, the Likert scale statements were as follows: SILS1. The technologies
used in the practical part of the course were easy to understand. SILS2. The organization
of the course was satisfying. S1ILS3. The organization of the practical part of the course
was satisfying. S1LS4. Overall experience at the course was positive. Students could
choose one of five answers: SA—strongly agree; A—agree; NAND—not agree not disagree;
D—disagree; and SD—strongly disagree. Figure 3 presents the results of the S1 survey. The
answers are grouped in the following manner: agree (A and SA), neutral (NAND), disagree
(D and SD). Their percentage for each school year is shown.

102
100
98
9%
94
92

90

Statement percentage

88

86

84
s2Ls1 S2LS2 S2LS3

Likert scale statement

W Agree Neutral M Disagree

Figure 3. Results of S1 survey.

Around 77% of students thought that it was easy to understand the technologies used
in the practical part of the course (S1LS1). Approximately 87% of students were satisfied
with the course’s organization (S1LS2). However, only around 81% were satisfied with
the organization of the practical part of the course (51LS3), with the highest percentage of
disagreement (around 11%). Overall, students were satisfied with the course (51L54), with
over 93% of them agreeing and none of them disagreeing. To understand the reasons for
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the lower satisfaction with the practical part of the course, we investigated the answers to
S1LS3 question thoroughly, as presented in Table 9.

Table 9. Absolute number of student answers to SILS3 question divided by school years.

S1LS3 SD (1) D (2 NAND (3) A 4) SA (5) Average
Y1 0 1 3 5 42
Y2 1 3 1 7 13 4.12
Y3 0 1 3 5 7 4.13
Y4 1 0 0 5 5 4.18

Total 2 5 5 20 30 4.14

Table 9 shows that student satisfaction with the practical part of the course was similar
throughout the years, and in total, it was high, with an average of 4.14 out of 5. To
understand the reasons why this question was graded a bit lower than the other questions,
we analyzed the answers to the open-ended questions, the results of which are given
below. In the S1 survey, the open-ended questions were as follows: SIOE1. Name the most
interesting and the least interesting topic in the course. SIOE2. Name the most interesting
and the least interesting topic in the practical part of the course. STOE3. Name the biggest
pros and cons regarding the course.

For the S10E1 question in all school years, almost all topics were mentioned as the
most interesting, but most of them were also mentioned as the least interesting topics. On
the other hand, for the SIOE2 question, most students agreed that SQLi, XSS, and DNS
spoofing were the most interesting topics, while IP spoofing, firewall, and Wireshark were
the least interesting topics. Regarding the biggest cons, the students mostly mentioned the
high volume of the topics covered in the course and some technical issues with the usage
of the laboratory (e.g., the VPN not working or access to some VM not being possible).
Regarding the pros, they agreed that the topics were very interesting and up-to-date and
that the practical work of the course was realistic and useful (S10E3).

4.2.2. 52 Survey Results

In the second survey, the first interval scale question (52IS1) was used to find out how
much time the students needed to prepare for the practical skills test. The answers were
provided in intervals of 8 h (one working day). Figure 4 shows the results obtained for
each school year. More than 92% of students completed the preparation for all school years
in not more than four days. The results showed that the difficulty of the practical skills test
was well estimated.

Another interval scale question (S2I52) was used to find how many laboratory exercises
students were able to complete successfully. The answers were provided in intervals of
10 percent. Figure 5 shows the results obtained for each school year. More than 87% of
students completed more than 80% of the laboratory exercises for all school years.

The S2 Likert scale statements were as follows: S2LS1. The practical skills test helped
me to better understand the course material. S2LS2. The laboratory exercises helped me to
prepare for the practical skills test. S2LS3. Overall experience with the practical skills test
was positive. The scale items were the same as in the S1 survey, and results were gathered
and analyzed the same way as in the S1 survey. Table 10 presents the results of the 52
survey. The answers are grouped in the same manner as for the S1 survey analysis, but this
time, they are aggregated for all four school years.



Electronics 2025, 14, 3 18 of 23

60

50
]
o]
< 40
>
i
k]
o 30
o0
8
c
“é 20
o
a

1-8 hours 9-16 hours 17-24 hours 25-32 hours 33+ hours
Hours

W2019/2020 m2020/2021 ®W2021/2022 2022/2023
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Figure 5. Percentage of laboratory exercises that students completed.
Table 10. Results of S2 survey.
Agree Neutral Disagree
S2LS1 90.41 9.59 0
S2LS2 91.78 2.74 5.48
S2L.S3 93.15 6.85 0

According to more than 90% of students, the practical skills test helped with the
understanding of the course material (52LS1). Similarly, the laboratory exercises helped
approximately 92% of students prepare for the practical skills test (S2LS2). Overall, students
were satisfied with the practical skills test (S2LS3), with over 93% of them agreeing and
none of them disagreeing.

In the S2 survey, the open-ended questions were as follows: S20E1. Should anything
be changed in the organization of the practical skills test? S20E2. Name the biggest pros
and cons regarding the practical skills test.



Electronics 2025, 14, 3 19 of 23

For the S20E1 question, most students who gave their answer replied that nothing
should be changed, and only some students suggested that the test should last 30 min
longer. Regarding the biggest cons, the students mostly had no complaints, and only a few
complained about some technical issues they experienced with the laboratory environment.
Regarding pros, they agreed that it helped them understand the course material through
practical examples and that it was very interesting for them (S20E2).

5. Conclusions

In this paper, a novel ANS course and the laboratory environment used in the course
were presented. A thorough review was made that led to the comparison of the described
course to 44 other related courses based on the coverage of the topics according to CyBOK
classification and on the development characteristics of the laboratory environment. It was
shown that the ANS course covers a broader scope of topics compared to other related
courses. The laboratory environment described is flexible and multidisciplinary in the
sense that it covers different types of laboratory exercises, can easily add new laboratory
exercises, scales well to increase the number of students, and enables students to work from
home. The practical skills test allows students to express their creativity in a real-world
situation, shown through the correlation between the practical test results and their final
grade and general results in the course and the positive feedback for the practical part of
the course. Finally, the laboratory environment enables students to perform their master’s
thesis research on topics not already covered through laboratory exercises.

Because of constantly changing attack vectors and the number of various examples of
cyber attacks that appear daily, the key challenge for the ANS course is to balance the course
relevance through the chosen set of covered topics, practical exercises, and demonstrations
on one side and to keep the total amount of work manageable during the semester. There
are plans to add laboratory exercises that broaden the topic of Web Security (e.g., with
exercises that demonstrate CSRF attacks) as well as Mobile Security to demonstrate a couple
of different attacks on Android devices, as was proposed in [102].
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